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“What A Java Applet Can And Cannot Do.” 
by Henry Osborne 

Java applets are programs that can be embedded in HyperText Markup Language (HTML) 

documents, transported across a network, and executed using a Web browser. Web browsers 

run on different platforms (PCs, Macs, Unix, etc) and for this reason it is important that applet 

code be able to execute on multiple platforms. Applets are delivered as Java bytecode and any 

computer or device that can execute the bytecode can execute a Java applet. 

Whenever a program is executed on a computer, the risk exists that the program might do 

some kind of damage either because it is poorly written or because it is out rightly malicious. A 

poorly written program might accidentally corrupt or erase some files whereas ‘malware’ 

(malicious software) may do the same intentionally. Code that is embedded on a webpage is 

particularly troublesome because it starts running immediately when the browser loads the 

page. The designers of Java anticipated this problem and came up with two safeguards: Java 

applets can run at specified security privileges, and they can be signed. 

The Java security model, introduced in Java 2, is the basis of highly secured and distributed 

enterprise Java applications. The model is based on a customizable "sandbox" in which Java 

software programs can run safely, without potential risk to systems or users. By default, an 

applet runs in a sandbox, where it can display information and get user input, but it cannot read 

or touch anything else on the local machine. An applet can get more privileges, such as the 

ability to read and write local files, if the browser is notified that the applet is trusted. 

The sandbox security model makes it easier to work with software that comes from sources 

that are not fully trust. Instead of security being established by requiring one to prevent 

untrusted code from ever making its way onto a computer, the sandbox model welcomes code 
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from any source. As it is running, the sandbox restricts code from untrusted sources from taking 

any actions that could possibly harm the system. Users have the advantage of not needing to 

figure out what code can and cannot be trusted, and there is no need to scan for viruses. The 

sandbox itself prevents any viruses or other malicious code from doing any damage. 

Every browser implements security policies to keep applets from compromising system 

security. However, the implementation of the security policies differs from browser to browser. 

Also, security policies are subject to change. For example, if a browser is developed for use only 

in trusted environments, then its security policies will likely be much more lax than those of 

browsers operating in untrusted environments. Current browsers impose the following 

restrictions on any applet that is loaded over the network: 

 An applet cannot load libraries or define native methods. 

 It cannot ordinarily read or write files on the host that is executing it. 

 It cannot make network connections except to the host that it came from. 

 It cannot start any program on the host that is executing it. 

 It cannot read certain system properties. 

 Windows that an applet brings up look different from windows that an application 

brings up.   

Users may consider some of the applet security restrictions draconian, but it is much better to 

have too much security than too little. These restrictions do not apply to applications because 

they are meant to access local files and the local network. Netscape and HotJava are examples 

of two distinct architectures for building Web browsers. Netscape is written in an unsafe 

language, and runs Java applets as an add-on feature. HotJava is written in Java itself, with the 
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same runtime system supporting both the browser and the applets. Both architectures have 

advantages and disadvantages with respect to security: Netscape can suffer from being 

implemented in an unsafe language (buffer overflow, memory leakage, etc.), but provides a 

well-defined interface to Java. In Netscape, Java applets can name only those functions and 

variables explicitly exported to the Java subsystem. HotJava, implemented in a safe language, 

does not suffer from potential memory corruption problems, but can accidentally export too 

much of its environment to applets. Microsoft’s Internet Explorer supports several security 

models from completely relaxed (no restrictions) to completely secure (will not download and 

run applets at all).  

Many browsers relax the security policy for applets that are loaded from files on the local 

system-that is, files that are loaded with a type of "file:". If a file is loaded with "http:", even if 

the file is stored on the local drive, it will be under the full scrutiny of the security manager. 

In order to trust the sandbox security model, one has to be convinced that it has no leaks. To 

ensure that the sandbox has no leaks, Java’s security model involves every aspect of its 

architecture. If any weak area existed, a malicious programmer could potentially exploit these 

areas to get around the sandbox. The fundamental components responsible for Java’s sandbox 

are the safety features built into the Java virtual machine, the class loader architecture, the 

class file verifier, and the security manager and Java API. 

File access is one of the most vulnerable places for malicious attacks. If someone were able to 

modify files on a system when an applet is executed, viruses could be implanted or data could 

be destroyed directly. For this reason, no applet is allowed to access the local file system in any 

way, not even in a read-only mode. The network restrictions in Java may seem a little 
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overboard, but they are there for good reason. The general philosophy of network security is 

that applets can only make network connections back to the Web server they were loaded 

from. An applet may not listen for incoming socket connections, nor can it listen for datagrams 

(connectionless network data) from anywhere but its home server. It also can only send 

datagrams back to its home server. 

In addition to the file and network restrictions, most environments place a few other 

interesting restrictions. For instance, non-local applets may not access the system properties. A 

local applet may read and write the system properties. If an applet were able to change the 

system properties, any applet could change the appletviewer.security.mode property, for 

instance, and throw open a huge security hole. Other system properties contain information 

about the local machine, which could include the host name and IP address.  

Applets may not call native methods. It would be terrible to have all these security measures 

built into Java, only to have an applet come along and bypass them completely by calling the 

native methods that are used by the system classes. For example, a malicious applet could call 

the native socket functions directly and snoop around the local network. 

Applets cannot execute commands on the local system using the Runtime.exec method. 

Otherwise, a malicious applet could come along and execute commands to delete files and 

when a non-local applet opens a top-level frame (a window separate from the browser), the 

frame contains a warning message indicating that the applet is not trusted. 

In order to increase the access of applets, digital signatures are used. The Microsoft Internet 

Explorer version 3 is the first major browser to implement digital signatures for applets. This 

digital signature mechanism allows a user to permit applets from certain trusted sites to have 
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more access to their local system. Internet Explorer's approach to digital signatures is, basically, 

an all-or-nothing approach. If an applet is digitally signed, it is considered a trusted applet and is 

allowed much more access, including the ability to write local files. Under Sun's security policy, 

access can be restricted based on the signature. If a class is signed by Sun, it might be permitted 

full access to the system. If the class is signed by a vendor that is not completely trust, it might 

be given only limited abilities. 

The java.applet package provides an API that gives applets some capabilities that applications 

do not have. For example, applets can play sounds, which other programs cannot do yet. Here 

are some other things that current browsers and other applet viewers let applets do:  

 Applets can usually make network connections to the host they came from. 

 Applets running within a Web browser can easily cause HTML documents to be 

displayed.  

 Applets can invoke public methods of other applets on the same page. 

 Applets that are loaded from the local file system (from a directory in the user's 

CLASSPATH) have none of the restrictions that applets loaded over the network do. 

One of Java's main features is its ability to move code over a network and run that code. Unlike 

other languages, Java has been designed to do this securely. Java security has evolved over 

time; recent releases provide fine-grained security features that enable implementation of a 

flexible policy decoupled from the implementation mechanism. However, Java is not 

completely secure. Several specific security problems have been discovered and fixed since Java 

was first released. These problems include, but are not limited to, integrity attacks1, availability 

                                                            
1 Involves deletion and modification of files, modification of memory in use, killing of processes 
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attacks2, disclosure attacks3, and annoyance attacks4 though if a user is using an up-to-date 

browser, he/she is usually safe from known attacks. 

So far, there have been no publicly reported, confirmed cases of security breaches involving 

Java, though there have been some suspicious events that might possibly have involved Java 

security problems. Of course, the lack of reported cases is no guarantee that there have not 

been breaches that either were not discovered or were not reported but it does indicate that 

breaches are rare. 

 

 

                                                            
2 Allocating large amounts of memory, creating thousands of windows, creating high priority processes and threads 

3 Mailing machine information, sending personal or corporate information across a network 

4 Displaying obscene pictures on screen, playing unwanted sounds 
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